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ABSTRACT

In recent years, many cases of compromising users’ privacy
in telecom networks have been reported. Stories of “fake”
base stations capable of tracking users and collecting their
personal data without users’ knowledge have emerged. The
current way of protecting privacy does not provide any pro-
tection against an active attacker on the air-interface, claim-
ing to be a legitimate network that has lost the temporary
identity. Moreover, there is also no protection against pas-
sive eavesdroppers who are present when requests for Inter-
national Mobile Subscriber Identity (IMSI) are made. This
paper presents a new method for protecting the IMSI by
means of establishing a pseudonym between the user equip-
ment and the home network. The pseudonym is derived
locally at the user equipment and the home network with-
out affecting existing Universal Subscriber Identity Modules
(USIMs). We analyse the solution from a technical perspec-
tive, as well as from a regulatory and operational perspec-
tive. The presented method protects the IMSI from pas-
sive and active IMSI-catchers as well as honest but curious
serving networks. Moreover, it can recover from lock-out
situations where one party has lost the pseudonym.

CCS Concepts

eSecurity and privacy — Pseudonymity, anonymity
and untraceability; Privacy-preserving protocols; Se-
curity protocols; Mobile and wireless security; Pri-
vacy protections; eNetworks — Network protocol de-
sign;
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1. INTRODUCTION

In recent years, many cases of privacy-related attacks on
networks supporting the operation of mobile communica-
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tions systems have been reported. For example, attackers
have obtained an access to Signaling System 7 (SS7) net-
works and, by using that access, obtained subscribers’ pre-
cise geographical location [26]. Other cases of actively com-
promising nodes in the mobile network core and using fake
base stations have also been reported, including [29, 17, 27].

In this paper, we focus on IMSI-catching attacks that aim
at obtaining the International Mobile Subscriber Identity
(IMSI) of a mobile subscriber, e.g., for tracking purposes.
The IMSI-catcher, in the simplest form, requests the long-
term subscriber identity from a mobile device. Since this
is a valid request in normal operations, the mobile device
replies with its IMSI according to standard protocols. The
IMSI-catchers can be used, for example, to monitor who is
moving in a certain area [14], or to track which locations a
given subscriber is visiting [33, 28, 34]. In addition, more
advanced IMSI-catchers can eavesdrop on the traffic to and
from the mobile device [18, 25]. Current mobile broadband
standards do not address threats from IMSI-catchers. This
problem is non-trivial since the IMSI requests may occur
when there is no security context available to cryptographi-
cally protect the request.

A current solution for protecting subscribers’ identity is
based on a serving network assigning a randomly generated
Temporary Mobile Subscriber Identity (TMSI) to the mobile
device at regular intervals. The long-term IMSI is used only
as a fault recovery mechanism and when a TMSI has not yet
been assigned. The recovery mechanism is needed to avoid
lock-out of a mobile device when errors occur, e.g., when
the serving network or the mobile device has lost the TMSI.
The mobile device falls back to using the IMSI whenever the
serving network requests. This recovery mechanism is what
IMSI-catchers exploit to obtain the IMSI from the mobile
devices. Hence, the current way of protecting privacy does
not provide any protection against an active attacker on the
air-interface, claiming to be a legitimate network that has
lost the temporary identity. Neither is there any protection
against passive eavesdroppers who are present when IMSI
requests are made.

During the initial phases of Universal Mobile Telecommu-
nications System (UMTS) and Long Term Ewvolution (LTE)
standardization, some enhanced long-term identity protec-
tion mechanisms were discussed. Three options were consid-
ered: (1) encrypting IMSI using a public key of the serving
network, (2) encrypting IMSI using a shared group key, and
(3) authenticating IMSI requests by the network.

The first option of encrypting IMSI using a public key
of the serving network was eventually dismissed due to the



complexity of managing the Public Key Infrastructure (PKI)
and the limited processing power for of mobile devices that
existed at the time. Further, this option may not protect
against malicious insiders, e.g., from a roaming partner who
could see a business case in extracting and selling informa-
tion related to the location of mobile devices.

The second option of encrypting IMSI using a shared
group key does not prevent other mobile devices, who also
know the group key, from obtaining the IMSI.

The third option, the authenticating IMSI requests by the
serving network, does not protect against passive (eaves-
dropping) attackers and shares the complexity issues related
to PKI with the first option.

The traditional trust model for 3GPP mobile networks as-
sumes that anyone with access to the roaming interconnect
network is trusted to behave well. Consequently, nodes in
one network can request sensitive information from nodes
in other networks, which is necessary for normal operations.
This trust model was designed in a time when the opera-
tors were few, large, and depended heavily on each other.
Breaching the trust of others in such a setting could lead
to severe consequences. Therefore, this walled-garden trust-
model worked well. However, as time passed, the number
of operators rapidly grew, adding new smaller operators as
well as other actors to the interconnect networks. This led
to that trust in other actors remained the same, but the ba-
sis for that trust in some cases had eroded. As is evident
from various attacks [15], this trust model no longer match
reality. Further extrapolating from the current situation,
and taking into account that with 5G even coffee shops and
galleries might act as serving network operators, the number
of operators will continue to grow and new, unconventional
actors may need to be part of the walled-garden. This moti-
vates a need for subscriber privacy enhancements for mobile
broadband systems that reduce or eliminate the necessity to
trust other agents connected to the interconnect networks.

The rest of the paper is organized as follows. Section 2
provides background information. Section 3 describes the
presented enhancements. Section 4 reviews the previous
work. Section 5 concludes the paper.

2. BACKGROUND

We now describe the 3GPP architecture and trust model
as well as how mobile devices are identified and authenti-
cated in this context. We then explain how this setting has
made it possible for IMSI-catchers to breach user privacy.

2.1 Communication network

The architecture and trust model is the same for all 3GPP
networks for the aspect we consider, albeit with slightly dif-
ferently named network elements (see Fig. 1). For simplic-
ity, we will use terminology from the LTE standard [2]. The
LTE network provides wireless access and mobility services
to mobile devices, which are called User Equipment (UE). To
this end, the LTE network is divided into multiple domains.
On the highest level there is a home network and a serv-
ing network. The home network is controlled by the opera-
tor with which the user has a subscription, and the serving
network, which may be controlled by a different operator,
provides the actual connectivity and mobility services. The
home network contains a Home Subscription Server (HSS),
which holds a database of all the operator’s subscribers, and
interfaces through which the serving network can obtain au-

Figure 1: General architecture of a basic LTE net-
work; UE is a User Equipment; eNB is a base sta-
tion; MME is a Mobility Management Entity; HSS
is a Home Subscriber Server

thentication and other subscriber related information. The
serving network authenticates the UE before granting it ser-
vice. More specifically, the serving network authenticates a
Universal Subscriber Identity Module (USIM), hosted on a
smart-card inserted in the mobile device. The authentica-
tion is executed by the Mobility Management Entity (MME),
which resides in the Core Network (CN) of the serving net-
work. The wireless access service is provided via a base
station (called eNB) in the Radio Access Network (RAN)
that is connected to the CN.

From a business perspective, the serving network needs
assurance that the UE accessing the service can be fairly
charged. The subscription authentication procedure meets
this need by ensuring that the UE requesting access can be
securely associated with the authentication information that
the serving network obtained from the home network of the
UE.

The home network operator trusts the serving network
operator to authenticate the UE using authentication in-
formation that the home network provides. Note that the
home network operator does not trust the serving network
operator with the actual long-term credential for authenti-
cation. Instead it trusts the serving network operator with
one-time authentication information usable for authentica-
tion and session key generation. The home network operator
also trusts the serving network operator to provide correct
charging information related to the services used by the UE
according to the roaming agreements between the two oper-
ators. The serving network operator trusts that the HSS in
the home network provides authentication information that
can authenticate a unique UE associated with that HSS.

2.2 Identification and Authentication

Authentication credentials and other subscriber data is
identified in the HSS by the subscriber’s International Mo-
bile Subscriber Identity (IMSI). IMSI is a unique, usually
15-digit, number provisioned in a USIM [1]. It consists
of the Mobile Country Code (MCC), Mobile Network Code
(MNC), and Mobile Subscription Number (MSIN). Together,
the MCC and MNC identifies the home network and the
MSIN identifies the actual subscriber in that home network.

Once the MME has authenticated the UE, the MME as-
signs a temporary identifier TMSI to it, for the purpose of
user privacy. This TMSI is then used by the MME and UE
when they need to transmit an identifier for the UE in fur-
ther communication. The TMSI can be updated at regular
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Figure 2: A simplified message sequence chart of
AKA preceded by the UE identifying itself to the
MME, and followed by the MME assigning a new
TMSI to the UE.

intervals.

LTE uses a three-party protocol for subscription authen-
tication and session key establishment called Authentication
and Key Agreement (AKA) (see Fig 2). The basis for AKA
is the symmetric key K and the corresponding IMSI shared
by the USIM and the HSS. While 3GPP systems use two
different versions of AKA, one originated with GSM and
the other was introduced with UMTS, we will, without loss
of generality, consider only the latter. It provides mutual
authentication and it is the only allowed version for LTE,
whereas GSM and UMTS allow both versions of AKA. The
three parties involved in AKA are the HSS, the MME and
the USIM card inserted in the UE. Upon successful comple-
tion of AKA, the MME considers the USIM authenticated.
Implicitly, the MME then also considers the entire UE and
the subscriber authenticated.

Before AKA is initiated, the UE provides the IMSI to
the MME. Alternatively, if the UE has been assigned a
TMSI, this identifier is used instead of the IMSI. In this case,
the MME resolves the TMSI into the corresponding IMSI.
Once the MME has the IMSI, the MME requests authenti-
cation information from the HSS in the home network. This
authentication information is returned by the HSS in the
form of a tuple (RAND, XRES, AUTN, KasmEe), where
RAND is a challenge for the UE, X RES is the expected
response to the challenge, AUTN is a network authentica-
tion token, and Kasm g is the session key corresponding to
the challenge. The tuple is referred to as an Authentication
Vector (AV'). MME forwards the RAND and AUTN to the
UE, who in turn forwards these to elements to the USIM.
The USIM verifies that the AUTN is correct and fresh. If
the verification fails, the USIM rejects the authentication.
Otherwise, the USIM calculates the session key Kasa e and
makes it available to the UE together with the response RES
to the RAND. The UE sends the RES back to the MME,
which can compare it to the expected response X RES from
the authentication information received from the HSS. We
will omit the details of the authentication protocol that are
not related to the privacy aspects of the IMSI.

2.3 IMSI Catching

IMSI catching is an attack aiming to reveal the identity of
a user by catching the IMSI of the users UE [30]. The attack

is based on the fact that the UE will fall back to using the
IMSTI as its identifier when there is no TMSI available. This
may happen because of, e.g., MME or UE deleted the TMSI
due to timeout.

The IMSI catching attack can be done passively or ac-
tively. A passive IMSI-catcher eavesdrops on the wireless
traffic in its neighborhood and collects all IMSIs captured.
The coverage area of the IMSI-catcher is dependent on re-
ceiver/antenna technical properties. If it is possible to erect
an antenna of similar gain and at similar height as an au-
thentic base station, e.g., on building roof-top, the coverage
area could be of roughly the same area as that of a normal
cell in the network. Listening over a large area can be done
using a mobile setup or a network of receiving antennas. The
presence of receiving antennas is difficult to detect. How-
ever, the passive approach is slow since an attacker has to
wait for a mobile device to transmit its IMSI spontaneously,
which is an uncommon event in most locations (exceptions
are, e.g., airports). A faster, active way to catch IMSIs is to
set up a “fake” base station which acts as a preferred base
station in terms of signal strength. Mobile devices typically
prefer base stations emitting the strongest signal. This fake
base station can then be used to send an Identity Request
message to all mobile devices in the area, which will respond
with their IMSIs since they assume that they are connected
to a real network which has lost access to the TMSI. In this
way, IMSIs of all mobile device in the area can typically be
captured rapidly.

The area covered varies depending on the type of IMSI-
catcher and targeted network standard. For example, a
semi-passive attack presented in [10] can locate an LTE-
compliant UE within a 2km? area in an urban setting.

Catching IMSIs is often a first step in more elaborate
eavesdropping attacks in GSM, such as when a fake base
station places itself as a man-in-the-middle between the UE
and the real base station, requesting the victim to use no
encryption [6]. Such attacks do not work against UMTS or
LTE since they rely on the lack of integrity protection in
GSM.

In the past, active IMSI-catchers such as StingRay were
expensive (in the range $68,000-$134,000) and sold only to
law enforcement and government officials [18]. However, ad-
vances in low-cost software defined radio made active IMSI-
catchers relatively cheap and accessible. In 2010, Chris
Paget demonstrated that it is possible to build a home-
made active IMSI-catcher for about $1,500 using a software-
defined radio, two directional antennas, and a laptop run-
ning OpenBTS and Asterisk [25]. The price of active IMSI-
catchers dropped even further with the introduction of com-
mercially available cheap home base stations called femto-
cells [19, 12].

Recent news uncovered widespread use of unregulated ac-
tive IMSI-catchers in the areas of airfields and embassies [29,
17, 27, 5]. The Federal Communications Commission of the
United States has started an investigation of the use of IMSI-
catchers by criminal organizations and foreign intelligence
agencies [31], showing that these attacks are considered to
be a serious threat. IMSI-catchers can also potentially be
used for physical attacks since methods to trigger bombs
when a target comes into vicinity of an IMSI-catcher are
known [20, 9].

3. ENHANCED IMSI PROTECTION



We propose an enhancement to subscriber privacy in 5G,
allowing the home network operator to put less trust in the
serving network and protecting against IMSI-catchers. The
main approach is to enhance protocols and identifier han-
dling so that only the home network and the UE see the
IMSI in clear-text. This is based on the observation that
the MME does not need to be aware of the whole IMSI;
knowing MNC and MCC is sufficient for requesting authen-
tication information. Therefore, the identifier of the actual
subscriber can be hidden from the MME, even though the
MME knows to which home network the subscriber belongs.
In contrast to the approach proposed in [32], we do not re-
quire transmitting a new pseudonym from the HSS. Rather,
we derive the pseudonym in the HSS and UE separately,
which reduces the complexity greatly compared to the ap-
proach in [32].

We assume that 3GPP will use the same basic structure
for subscriber identification and authentication for 5G as has
been used in all prior 3GPP systems since GSM.

3.1 Pseudonym Assignment Procedure

We describe the main steps in two phases. First we de-
scribe an initial attach by the UE when it does not share
any pseudonym with the home network nor with the serving
network. The result of this phase is that the UE is assigned
a pseudonym P by the home network and a TMSI by the
serving network. This is illustrated in the top half of Fig. 3.
Next we describe the second phase where the UE no longer
shares a TMSI with the serving network, and it is forced to
identify itself using P. This is illustrated in the bottom half
of Fig. 3. Once P has been used, it is replaced by a new
pseudonym to ensure unlinkability.

At step 1, the UE performs an attach procedure with the
MME in order to register to the serving network. This is
an attach where the UE has not yet been assigned a TMSI.
Neither has the UE been assigned a pseudonym P by the
HSS. This may occur, for instance on the UE’s very first
attach. As suggested by others, the UE resort to sending
the IMSI encrypted by the public key of the home network
Krss. Doing so hides the IMSI from any passive or active
attacker anywhere on the path between the UE and the HSS.
Note that the UE only need to store one public key,Kxss
associated with the home network. This is in stark contrast
to requiring the UE to store the public key of all potential
serving networks it may roam into, or having to distribute
those keys when needed. The approach is, however, con-
nected with some problems discussed below, and should thus
only be applied as a recovery mechanism in the rare event
when the pseudonymity mechanism has malfunctioned. The
encryption needs to be randomized, but that does not con-
stitute a serious problem, since most or all existing public
key encryption schemes are randomized. Because the MME
needs to identify the HSS, the Attach Request message con-
tains the MNC and MCC parts of the IMSI in clear text. In
the rest of the paper, we use the term “encrypted IMSI ” to
refer to the IMSI with the MSIN part encrypted using the
public key of the home network Kpss.

Once the MME receives a message from a UE identified
by an encrypted IMSI, the MME requests an authentication
information from the HSS in form of an AV. The HSS de-
crypts the encrypted IMSI and generates an AV as usual. In
addition, the HSS generates a fresh pseudonym P as a func-
tion of the Kasy ke associated with the AV. The HSS also

creates a mapping between P and the IMSI to enable future
lookup. Finally, the HSS returns the AV to the MME.

Next, at step 5, the MME authenticates the UE based on
the obtained AV. As a result, the MME and UE share the
key Kasme. When the UE has established the Kasuv g, it
can compute the P using the same function as the HSS as
illustrated in step 6. To provide any privacy protection, the
function needs to be one-way and it can be instantiated us-
ing, for example, HMAC-SHA256 or another hash function.
At this point, the UE and the HSS share a pseudonym P
which can be used in their next communication. Further,
after completion of the authentication procedure, the MME
can deduce that the UE has derived the associated P. As
an additional robustness measure, the MME can inform the
HSS about the successful authentication, and thusly that the
UE has access to P. This information can be piggy-backed
on the Update Location Request message the MME sends
to the HSS after a UE has successfully registered.

Step 7 illustrates that the MME applies the existing TMSI
mechanism. The mechanism is still valuable, since it pro-
tects the privacy of the UE for protocol procedures run
between the UE and the MME. This is in contrast to the
pseudonym P, which protects the privacy of the UE for pro-
tocol procedures run between the UE and the HSS.

Assuming a pseudonym P has been established as above,
we now describe its use, starting from step 8. The MME
may delete the TMSI, e.g., due to a timeout. When this
happens and the UE attempts to use the TMSI as its iden-
tifier (step 9), the MME is forced to initiate an identity
request procedure. Under normal circumstances, the UE
would respond with its IMSI and thus reveal itself. Using an
encrypted IMSI as in the first phase above solves the privacy
issue, but wastes bandwidth. Instead, the UE replies with
the pseudonym P together with the MNC and MCC of the
home network. The latter is necessary for routing the subse-
quent authentication information request from the MME to
the correct HSS. Upon receipt of the authentication infor-
mation request, the HSS looks up the IMSI corresponding
to the P, and generates a new AV. The HSS also generates
a new pseudonym P’ from the K asar associated with the
generated AV, creates a mapping between P’ and the IMSI,
and returns the AV and P to the MME as depicted in steps
13 and 14. From this point on, the operations performed by
the MME and the UE are analogous to steps 5, 6 and 7 in
the previous phase.

3.2 Recovery From a Lost Pseudonym

If the HSS or the UE lose the pseudonym, e.g., due to a
time-out based cleanup of memory in the HSS or a malfunc-
tion in the UE, then the UE can identify itself to the MME
by sending the encrypted IMSI and get a new pseudonym
from the HSS according to the procedure in the top half of
Fig. 3. This recovery mechanism is crucial, since the UE
would otherwise be locked out of the system. Diagnosing
such a lock-out may be difficult for an operator, and even
impossible for some subscribers. Even if the reason for the
lock-out is detected, it is a relatively costly procedure to
provide a subscriber with a new USIM.

Clearly, encrypting the IMSI using public key cryptogra-
phy expands message size. There are, however, encryption
schemes space efficient enough that may make the recov-
ery mechanism practical. For example, elliptic curve ElGa-
mal encryption based on a 256-bit elliptic curve with point-
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Figure 3: Sequence diagram of the presented
method.

compression may be used. It results in that instead of trans-
mitting a typical 40-bit MSIN the UE have to transmit a
256-bit encrypted MSIN

3.3 Backwards Compatibility Issues

If implemented in a legacy networks, a vast amount of
legacy nodes would have to be simultaneously updated. To
allow legacy UEs to get service, fall-back mechanisms will
be required. This may lead to possibilities for downgrade at-
tacks where the network or the UEs are fooled into believing
they must refrain from using the presented enhanced privacy
mechanism due to the (incorrect) assumption that the other
party does not support it. If, on the other hand, the pre-
sented method is implemented in 5G, all entities support-
ing the 5G radio interface will also support the presented
method and no backwards compatibility problems would
arise. For instance, the UEs would not respond to requests
from visited serving networks for their IMSIs, but would
instead use only the pseudonym or the encrypted IMSI.

The end-to-end principle prescribes that modifications should

not affect nodes between the end-points. Based on this prin-

ciple, a solution modifying only the USIM and the HSS
would be preferable. However, this takes neither telecom
history nor economics into account. Rolling out new USIMs
to subscribers is a rather expensive operation. Should it be
required for all subscribers, it can sum up to a substantial
amount. Further, when UMTS was designed, even though
a new type of SIM was added, the USIM, backwards com-
patibility with the SIM was kept. When LTE was later de-
signed, USIMs were still supported and deprecating the SIM
was only done after a long and careful consideration. There-
fore, it is plausible that 5G will also require that mechanisms
are backwards compatible with SIM and USIM, which our
proposed mechanism supports.

3.4 Regulatory and Lawful Intercept Issues

It is important to realize that telecommunication systems
are heavily regulated and need to take national laws into
account. A concrete example is an emergency call, which
is required to be authenticated in some countries, whereas
other countries require emergency calls to be possible even
without subscription or credentials. Consequently, 3GPP
systems are designed so that operators can configure them
to enforce either policy.

When it comes to Lawful Intercept (LI), 3GPP systems
abide by requirements collected in technical specifications;
the ones relevant for this paper are TS 33.106 [3] and TS
33.107 [4]. These requirements prescribe how law enforce-
ment agencies shall be able to obtain the traffic of identified
targets, and are derived from national and regional laws.

For the mechanisms discussed in this paper, the following
requirements and aspects are of prime importance.

e A lawful intercept target can be a roaming user with
a subscription belonging to another 3GPP network.

e A target shall be identifiable through its IMSI.

An option to ensure that LI targets can be identified
through the IMSI in the serving network is to allow the
HSS to include the IMSI for identified targets. The pre-
sented method would then prevent mass-tracking of users
based on IMSI; individual targets need to be registered as
such in their home network’s HSS. However, TS 33.106 re-
quires that "The visited network shall be able to support the
interception of all services without home network assistance
or wvisibility” [3]. Therefore, it is, according to LI require-
ments, not a permissible option to let the HSS include the
IMSTI for identified targets only.

The target needs to be identifiable through the IMSI, and
the serving network must be able to perform interception
without this being noticeable to the home network. It seems
impossible to fulfill these requirements and at the same time
hide the IMSI from the serving network. Even though im-
plementing mechanisms for hiding the IMSI from the serv-
ing network is technically possible, operating such a system
would be illegal in some countries.

When the mechanism is implemented transparently to the
MME, an interesting aspect appear when the MME is lo-
cated in a country A and the HSS is located in a different
country B. If country A has regulatory requirement for IMSI
identification of LI targets, the operator of the MME cannot
control whether the operator of the HSS uses the mechanism
or not. A possible result is that operators in country A are
forbidden by law to form incoming roaming agreements with
operators of country B.



3.5 Advantages and Limitations

The presented enhancement has several advantages. First,
IMSI-catchers become virtually useless since they are only
able to catch a pseudonym, which is frequently changed,
or an IMSI with the MSIN part, identifying the subscriber,
encrypted. Second, nodes of the serving network, such as
MME, Mobile Switching Center (MSC), and Serving GPRS
support node (SGSPLMN), can no longer identify the sub-
scriber from the identification and authentication protocols.
Third, the enhancement prevents entities with access to an
interconnecting network to request the precise location of a
given subscriber. In general, the enhancement supports a
more relaxed trust model with honest but curious serving
networks.

While our proposed enhancement solves the user privacy
problem in this particular set of procedures, it must be re-
alized that protocols are not run in isolation. Particularly,
the identity of the user may be deduced by other means
than attacking the identification and authentication proto-
cols. For example, the MME can obtain subscription data,
which may contain the telephone number of the subscriber
from the HSS during, e.g., location area updates and the at-
tach procedure. With this in mind, protecting the IMSI from
the serving network in the identification and authentication
procedures may seem insufficient. However, one option to
tackle this issue is to partition subscription information into
a private and a public part. The former can then be provided
only to trusted serving networks. It is for further study to
investigate whether such an approach can be made effective.

4. RELATED WORK

Already in 1994, Herzberg et. al. [22] described privacy
issues in GSM and derived general principles for protecting
the IMSI and some example protocols. Specifically, they
classified solutions based on which parties are involved in
establishing a pseudonym for the UE. Moreover, they made
a clear distinction between the home network and the visited
network, an important aspect of the 3GPP systems design
which we also adhere to in this paper.

A number of methods for detecting IMSI-catchers have
been presented. Dabrowski et al. [13] formulated several
indicators of potential presence of an IMSI-catcher. They
have shown how IMSI-catchers can be detected with the
help of a network of stationary measurement devices. They
also presented an Android application capable of detecting
IMSI-catchers.

Other applications for IMSI-catchers detection have been
reported [24, 11, 13, 5]. Detecting IMSI-catchers and warn-
ing users is a valuable measure. However the detection does
not prevent IMSI-catching attacks.

Federrath et. al. [16] and Kesdogan et. al. [23] presented
privacy enhancing schemes for mobile communication net-
works based on a hierarchy of pseudonyms. Specifically,
some of the schemes used a pseudonym for the IMSI, simi-
larly to our approach. They do, however, in some versions,
require addition of new entities to the architecture. Further,
there is no clear treatment of the initial establishment of the
first pseudonym in all cases, unless a global clock exists.

Arapinis et al. [7] used ProVerif to formally verify the 3G
specifications. Their work revealed two new privacy-related
problems: (1) linkability of the IMSI to the TMSI using
paging of mobile phones and (2) traceability. As solution

to both problems, they proposed to encrypt the IMSI in a
paging command with a shared session key and encrypt the
response of a failed authentication request with a public key
of the network. It is not clear whether they intended the
public key to belong to the serving network or the home
network. Because they claimed that the public key can be
used to solve the problem of lack of explicit serving network
authentication towards the UE, we assume they intended
the public key to belong to the serving network. Such a
solution is likely to have scalability issues or require cross-
signing certificates of all potential roaming partners. Note
that encryption does not prevent the problem of misbehav-
ing serving network nodes, e.g., MMEs.

Hahn et al. [21] presented a different solution for the trace-
ability problem which uses the new symmetric session key
instead of the public key of the provider to encrypt the re-
sponse of a failed authentication. This solution might be
more efficient, but consequences of switching to the session
key provided by a re-played challenge need to be better ex-
plored.

In [8], the TMSI reallocation protocol was investigated
formally and experimentally. Both the specifications and
common implementations were found to have issues with
linkability between different TMSIs and recovering the link
between an IMSI and a TMSI, opening possibilities for pri-
vacy attacks.

Van den Broek et al. [32] proposed a solution which re-
places the IMSI with changing pseudonyms. These pseudo-
nyms are only identifiable by the home network of the USIM’s
own network operator. Consequently, they are unlinkable
by serving network providers and malicious adversaries, and
therefore mitigate both passive and active IMSI-catcher at-
tacks. This method requires some changes to the USIM.
This differs it from the presented method, which requires
no changes to the USIM. As explained in Section 3.3, it is
preferable not to modify the USIM. Further, since the pre-
sented method derives the pseudonyms from the K sy g in-
stead of transmitting them as part of the RAND as in [32],
the agreement on the pseudonym becomes simpler in our
case. For example, there is no need for including a sequence
number in the RAN D parameter (which is undesirable be-
cause it reduces randomness of the RAND). Neither is
there a size restriction on the pseudonym imposed by the
size of the RAND. Moreover, the method [32] provides no
recovery mechanism for lock-out situations. As discussed in
Section 3.2, ability to recover from a lock-out is important.
Finally, the method [32] requires different solutions for SIM
and USIM.

S. CONCLUSION

In this paper we presented a new method for protecting
users’ privacy in telecom networks by means of establishing
a pseudonym between the UE and the HSS. The pseudonym
is derived locally at the UE and the HSS without affecting
existing USIMs. The presented method protects the long-
term identifier IMSI from passive and active IMSI-catchers
as well as honest but curious serving networks. Moreover,
the presented method can recover from lock-out situations
where one party has lost the pseudonym.

We have examined the method from a lawful intercept
perspective and concluded that confidentiality protection of
the IMSI from attackers in the serving network may render
the system illegal to operate in some jurisdictions.



We also analyzed the method as a stand alone protocol
from a technical security and privacy perspective and found
it adequate. Further, we have discussed what level of pri-
vacy can be expected from the method when it is used as a
component in a larger system. The method protects against
IMSI-catchers, but does not, by itself, protect against honest
but curious attackers in the serving network. These attack-
ers can obtain the identity of a subscriber by other means;
we propose a countermeasure for this.
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